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ABSTRACT

The rapid growth of mobile wallets in the Philippines has transformed how Filipinos manage financial transactions, especially in
areas with limited access to traditional banking services, with GCash widely used in Solano, Nueva Vizcaya becoming an essential tool for
daily payments among students, employees, and small business owners; however, increasing cases of fraud, phishing, and unauthorized
access have raised concerns about user safety, prompting this study to examine the perceived fraud risk among active GCash users in
Solano, focusing on demographic and usage differences and the factors influencing these perceptions using a quantitative, non-experimental
design anchored on the UTAUT and Fraud Triangle Theory, with data gathered from 400 users and analyzed through descriptive and
inferential statistics including regression analysis; findings revealed that users generally perceive a high level of fraud risk, particularly in bill
payments and merchant transactions, with minimal differences across most groups except age in load transactions, while age and duration
of use emerged as key predictors of perceived risk as expressed in the model Y = 2.868 + 0.070(Sex) - 0.017(Age) + 0.101(Duration of
Use) + 0.068(Frequency of Use), which explained 4.9% of the variance, highlighting the need for targeted fraud awareness campaigns,
stronger security measures, and improved digital financial literacy to promote safer mobile wallet use.
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INTRODUCTION

The rapid growth of financial technology has transformed the way Filipinos manage their finances, with mobile wallets becoming
an integral part of daily life. Among these platforms, GCash is one of the most widely used, offering services such as bill payments, fund
transfers, load purchases, online shopping, and access to savings or investment products (Bangko Sentral ng Pilipinas [BSP], 2024). Its
convenience has made it popular among students, employees, small business owners, and others who may not have easy access to
traditional banks. In regions like Northern Luzon, particularly the Cagayan Valley, GCash plays a more important role because many towns
have limited banking facilities, enabling residents—such as farmers, workers, and students—to participate more actively in financial activities
that were previously difficult to access.

While GCash use continues to grow, fraud incidents, scams, phishing attempts, and unauthorized account access have also
increased. Reports from the Cybercrime Investigation and Coordinating Center (CICC) indicate that the Philippines received 3,317 fraud-
related complaints in 2023, with GCash as the major contributor; the platform subsequently deactivated over 4 million suspicious accounts
in response (Fintech News Philippines, 2023). CICC data for 2024 revealed 10,004 cybercrime complaints—over three times higher—with
total losses of 198 million, of which 76.49 million were specifically linked to GCash fraud (Philippine News Agency, 2025; Newsbytes.ph,
2025). A study by TransUnion Philippines (2025) reported that 13.4% of all digital transactions involving Filipino consumers were suspected
fraudulent, that 74% of Filipinos surveyed had been targeted by fraud attempts within a three-month period, and that 34% admitted losing
money, with average losses estimated at approximately 44,700 per victim.

Although many studies have explored mobile wallet adoption in Southeast Asia and the Philippines, few have examined users'
perceptions of fraud risks in specific GCash services such as sending money, paying bills, loading, transferring funds, and merchant
payments (Alii, 2024; Lai et al., 2022). Most research focuses on behavioral intention, trust, convenience, and ease of use, but not on how
perceived security and fraud risks vary by transaction type or user characteristics (Belmonte et al., 2024; Cacas et al., 2022). Demographic
factors such as sex, age, and experience with GCash may influence how individuals perceive fraud risks. Previous studies suggest that
women may feel more vulnerable due to lower access to technology and differences in digital literacy, while younger and older users may
have different levels of understanding of online security (Wechsler & Siwakoti, 2022).

Understanding these perceptions is important for supporting broader financial inclusion initiatives. The Bangko Sentral ng
Pilipinas (BSP), through its Digital Payments Transformation Roadmap, aims to increase the use of digital payments and include more
Filipinos in the formal financial system. GCash plays a central role in achieving these goals, but user hesitation due to security concerns
can limit its effectiveness (BSP, 2024). Additionally, this research contributes to several United Nations Sustainable Development Goals:
SDG 4 (Quality Education), SDG 8 (Decent Work and Economic Growth), SDG 9 (Industry, Innovation, and Infrastructure), SDG 10
(Reduced Inequalities), and SDG 16 (Peace, Justice, and Strong Institutions).

This study therefore aimed to examine perceived fraud risk in GCash transactions, explore differences across demographic
profiles, and identify the factors that influence these perceptions. The theoretical framework combined the Unified Theory of Acceptance
and Use of Technology (UTAUT) developed by Venkatesh et al. (2003) and the Fraud Triangle Theory proposed by Cressey (1953). UTAUT
provided the basis for selecting demographic and experiential profile variables—sex, age, duration of use, and frequency of use—as
theoretically grounded moderators of fraud risk perception. The Fraud Triangle Theory served as an interpretive lens to explain how users
perceive pressure, opportunity, and rationalization conditions across GCash transaction types.

METHODOLOGY

This study used a quantitative research approach, particularly descriptive-comparative and predictive/exploratory designs. The
descriptive component described respondents' profiles and their perceived levels of fraud risk across different GCash services. The
comparative component determined whether significant differences existed in perceived fraud risks when respondents were grouped
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according to profile variables. The predictive component identified which profile variables significantly influenced respondents' perceived
fraud risks.

Theoretical framework
Unified Theory of Acceptance and Use of Technology (UTAUT)

UTAUT, introduced by Venkatesh et al. (2003), explains individuals' acceptance and use of technology through four core
determinants: performance expectancy, effort expectancy, social influence, and facilitating conditions. Venkatesh et al. (2003) also identified
moderating variables—age, gender, experience, and voluntariness of use—that influence the strength of these relationships. In this study,
UTAUT is relevant because it provides a systematic basis for selecting the demographic and experiential variables (sex, age, and GCash
usage experience) that are expected to shape how users evaluate and interact with GCash as a digital financial platform.

In this study, UTAUT was applied analytically. Specifically, three of its four moderating variables—age, sex (gender), and GCash
usage experience (measured through duration and frequency of use)—were adapted as the demographic and experiential profile variables
examined in relation to users' perceived level of fraud risk across GCash transactions. These variables served as theoretically grounded
factors that may significantly differentiate or predict users' perceived fraud risk. By grounding the selection of profile variables within UTAUT's
moderating framework, the study positions users' background characteristics as meaningful analytical lenses through which differences and
predictors of perceived fraud risk can be systematically examined.

Fraud Triangle Theory

The Fraud Triangle Theory, developed by Cressey (1953), explains the conditions under which individuals are more likely to
engage in fraudulent behavior. It posits three essential elements: pressure (such as financial strain or urgent obligations), opportunity (the
perceived chance to commit fraud with low likelihood of detection), and rationalization (the internal justification that makes fraudulent or risky
actions seem acceptable). Applied to this study, the Fraud Triangle is used not to accuse users of fraud, but to understand how they interpret
fraud-prone situations when using GCash.
In this study, the Fraud Triangle was applied interpretively rather than analytically. It served as an interpretive lens for understanding and
making sense of the patterns observed in users' perceived fraud risks across different GCash transactions. For example, the elevated
perceived fraud risk in bill payment and merchant transactions—the highest-rated transaction type in this study—can be interpreted through
the opportunity element of the Fraud Triangle: interactions with varied merchants and external payment channels create conditions that
users perceive as offering greater opportunities for fraudulent activity.

Research Paradigm of the Study

/Proﬁle of the Respondents \ /Percei\'ed level of fraud risks in \
Gecash transactions in terms of the
3 ieaxe following services:
¢) Gcash usage experience a) Load
(duration and frequency b) Sending money
of use) ¢) Bill and merchant/transfer

o J N J

In this paradigm, the respondent profile functions as the independent variable, while the perceived level of fraud risk in GCash
transactions serves as the dependent variable. The respondents' profiles included key demographic and usage variables—sex, age, and
GCash usage experience measured in terms of both duration and frequency of use. These factors were expected to influence how users
perceive fraud risks across various GCash services.

Research Setting and Respondents

The study was conducted in Solano, Nueva Vizcaya, a major commercial and educational center in the province where residents,
employees, students, and small business owners widely use digital financial transactions. The respondents were 400 registered active
GCash users of Solano, Nueva Vizcaya, calculated using Cochran's formula from the municipality's population of 69,296 (Thomas Brinkhoff:
City Population, 2025). A purposive sampling method was used to ensure that respondents were active and registered GCash users with
adequate experience using the platform's services.

Data Gathering Tools

The main instrument was a structured researcher-made questionnaire composed of three parts: (1) an informed consent form;
(2) respondent profile questions covering sex, age, and GCash usage experience; and (3) a Four-Point Likert Scale measuring perceived
fraud risks across 21 items organized into three categories—Load Transactions, Sending Money, and Bill Payment and Merchant Payment.
A four-point scale was deliberately chosen over a five-point scale to eliminate the neutral option and reduce central tendency bias. Academic
specialists and field experts validated the questionnaire, followed by pilot testing with 72 GCash users from Bayombong, Nueva Vizcaya.

Reliability analysis using Cronbach's alpha confirmed high internal consistency: Load transactions (a = 0.892), Sending Money
(a = 0.896), and Bill Payment and Merchant/Transfer Payment (a = 0.913). All values exceeded the widely accepted threshold of 0.70
(Nunnally, 1978).
Statistical Treatment

Data analysis involved: (1) frequency counts and percentages for respondent profiles; (2) means and standard deviations to
describe perceived fraud risk levels; (3) independent samples t-test to determine differences by sex; (4) one-way ANOVA with Tukey post-
hoc test for differences by age group, duration, and frequency of use; and (5) multiple linear regression to identify profile variables that
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significantly predict perceived fraud risk. All analyses were conducted using Jamovi statistical software. The significance level was set at a
=0.05.

RESULTS AND DISCUSSION
Demographic and Usage Profile of Respondents

Table 1 presents the demographic and usage profile of the 400 respondents. The majority were female (53.30%), while males
comprised 46.80%. More than half (58.00%) were in the 21-25 age group, while those aged 31-35 made up the smallest proportion at
5.80%. Regarding GCash usage experience, most respondents had been using the platform for one to three years (43.30%), while only
6.00% had less than six months of use. In terms of frequency, the largest segment transacted monthly (41.00%), followed by those who
transact rarely (37.30%), while daily users represented only 6.30%.

Table 1
Demographic and Usage Profile of the Respondents (n = 400)
Profile Variable Category Frequency | Percentage (%)
Sex Female 213 53.30
Male 187 46.80
Age Group 20 and below - -
21-25 232 58.00
26-30 - -
31-35 23 5.80
Above 35 - -
Duration of Use Less than 6 months | 24 6.00

6 months-1 year - -
1-3 years 173 43.30

More than 3 years - -

Frequency of Use | Daily 25 6.30
Weekly - -
Monthly 164 41.00
Rarely 149 37.30

Note. Percentage figures for primary categories are reported; sub-categories with unreported values are indicated with dashes.

These findings reveal that GCash users in Solano, Nueva Vizcaya are predominantly young adult females with moderate usage experience
and occasional transactional engagement, suggesting that habitual, routine use of the platform has not yet been fully established among
this population.

Perceived Level of Fraud Risks for GCash

Respondents perceived all three GCash transaction types as carrying a high level of fraud risk (Table 2). Bill payment and
merchant/transfer payment recorded the highest mean score (M = 3.14, SD = 0.687), indicating that respondents felt most vulnerable when
paying bills or transacting with merchants—likely due to concerns about fraudulent links and fake merchant accounts. Sending money
followed with a mean of 3.00 (SD = 0.696), reflecting caution about transferring funds to wrong recipients or falling victim to scam-induced
transfers. Load or cash-in transactions recorded the lowest mean (M = 2.89, SD = 0.661) yet still fell within the high fraud risk category.

Table 2

Perceived Level of Fraud Risks for GCash (n = 400)
Transaction Type Mean SD Description
Load / Cash-In 2.89 0.661 | High
Sending Money 3.00 0.696 | High

Bill Payment & Merchant/Transfer | 3.14 0.687 | High
Note. Scale: 1.00-1.75 = Low; 1.76-2.50 = Moderate; 2.51-3.25 = High; 3.26-4.00 = Very High.

These findings indicate that GCash users in Solano, Nueva Vizcaya consistently associate all types of digital transactions with a
notable level of fraud vulnerability. The elevated perceived risk in bill payment and merchant transactions can be interpreted through the
Fraud Triangle's opportunity element: interactions with varied merchants and external payment channels create conditions perceived as
offering greater opportunities for fraudulent activity (Cressey, 1953). This aligns with Bland et al. (2024), who found that performance and
psychological risks most significantly dampen users' attitudes toward mobile payment acceptance.
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Group Differences in Perceived Fraud Risk
Table 3 presents the results of t-tests and ANOVA analyses examining group differences in perceived fraud risk.

Table 3

Group Differences in Perceived Level of Fraud Risk by Profile Variables
Profile Variable Transaction Test Statistic = p-value = Decision
Sex Load t=-1.852 0.065 Accept HO

Sending Money | t=-1.517 0.130 Accept HO
Bill Payment t=-0.672 0.502 Accept HO

Age Group Load F=6.023 <.001 Reject HO
Sending Money | F=1.471 0.210 Accept HO
Bill Payment F=1.937 0.104 Accept HO
Overall F=123 0.197 Accept HO
Duration of Use Load F=0.180 0.910 Accept HO
Sending Money | F=0.990 0.397 Accept HO
Bill Payment F=2117 0.097 Accept HO
Overall F=0.88 0.453 Accept HO
Frequency of Use | Load F=1.677 0.171 Accept HO
Sending Money | F=1.365 0.253 Accept HO
Bill Payment F=1128 0.337 Accept HO
Overall F=1.38 0.248 Accept HO

Note. Significance level set at a = 0.05.

When grouped by sex, no statistically significant differences were found across any GCash transaction type, indicating that male
and female respondents perceive similarly high levels of fraud risk. This is consistent with Ramtiyal et al. (2024), who found gender to be
insignificant when perceived risk was the focal variable, and with Lohana and Roy (2023), who reported no independent gender effect on
digital payment behavior.

When grouped by age, a statistically significant difference was found specifically for load or cash-in transactions (F = 6.023, p <
.001). Post hoc Tukey analysis revealed that respondents above 35 years old perceived significantly higher fraud risk for load transactions
compared to those aged 20 and below (mean difference = 0.618, p < .001), those aged 21-25 (mean difference = 0.511, p < .001), and
those aged 26-30 (mean difference = 0.575, p = 0.001). No significant differences were found among younger age groups. Age did not
produce significant differences for sending money or bill payment transactions, and the overall null hypothesis was accepted. These findings
are consistent with Yang et al. (2023), who found that older adults perceive significantly higher financial and performance risks in mobile
payment systems due to lower technical knowledge.

No significant differences were found by duration of use or frequency of use across any transaction type or overall, leading to
acceptance of the null hypothesis in both cases. This finding aligns with Umer and Kesavapattapa (2024), who reported no significant
experience-related variations in digital wallet adoption patterns within certain populations.

Profile Variables as Predictors of Perceived Fraud Risk

Table 4 presents the results of multiple linear regression analyses predicting perceived fraud risk across GCash transaction types.
Table 4

Regression Results: Profile Variables as Predictors of Perceived Fraud Risk

Transaction Type Predictor B p-value | Decision

Load / Cash-In Age -0.025 | <.001 Reject HO

(R2=0.067, p <.001) Frequency of Use | 0.070 0.032 Reject HO
Sex 0.097 0.129 Accept HO
Duration of Use 0.067 0.054 Accept HO

Sending Money Duration of Use 0.100 0.008 Reject HO
(R2=0.03,p=0.019) | Sex 0.088 | 0.202 Accept HO
Age -0.011 | 0.057 Accept HO

Frequency of Use | 0.067 0.055 Accept HO
Bill Payment Duration of Use 0.136 <.001 Reject HO
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Transaction Type Predictor B p-value | Decision
(R2=0.044,p=10.001) | Age -0.016 | 0.007 Reject HO
Sex 0.024 0.720 Accept HO

Frequency of Use | 0.066 0.053 Accept HO
Overall Age -0.017 | <.001 Reject HO
(R2=10.049, p < .001) Duration of Use 0.101 0.002 Reject HO
Frequency of Use | 0.068 0.027 Reject HO

Sex 0.070 0.248 Accept HO

Note. Overall regression equation: Y = 2.868 + 0.070(Sex) - 0.017(Age) + 0.101(Duration of Use) + 0.068(Frequency of Use).
Significance level a = 0.05.

For load or cash-in transactions, age (B = -0.025, p < .001) and frequency of use (8 = 0.070, p = 0.032) significantly predicted
perceived fraud risk. The negative relationship between age and perceived fraud risk confirms that older users report higher perceived
vulnerability—consistent with UTAUT's premise that age moderates’ technology risk evaluation (Venkatesh et al., 2003) and with findings
by Ramtiyal et al. (2024) that perceived risk-behavioral intention links are stronger among older users. Counterintuitively, higher frequency
of use was associated with higher perceived risk, suggesting that more frequent users accumulate greater awareness of fraud instances,
resulting in heightened rather than diminished vigilance. This aligns with Wechsler and Siwakoti (2022), who argued that mobile wallet users
remain sensitive to transactional risks even with repeated use when the fraud environment is dynamic.

For sending money transactions, duration of use was the only significant predictor (8 = 0.100, p = 0.008), indicating that longer-
term GCash users perceive higher fraud risk when sending money. This contrasts with UTAUT's general proposition that greater experience
reduces perceived concerns. Cacas, Diongson, and Olita (2022) provided a credible explanation: longer-term users become more sensitized
to fraud risk through extended exposure to fraud reports and platform incidents—experiential sensitization rather than experiential
reassurance.

For bill payment transactions, both age (8 = -0.016, p = 0.007) and duration of use (B = 0.136, p < .001) were significant

predictors. Older users and longer-term users both reported higher perceived fraud risk in this transaction type. The positive effect of duration
of use again departs from UTAUT's expectation and aligns with the experiential sensitization argument.
Across all transaction types combined, the overall model was statistically significant (F = 5.079, p <.001, R? = 0.049). Age, duration of use,
and frequency of use were all significant predictors, while sex was not. The relatively low R? of 4.9% is expected and theoretically consistent
for perception-based research in the social sciences, where values between 0.04 and 0.15 are commonly observed (Hair et al., 2022).
Medina et al. (2025) affirmed that perceived risk is multidimensional and shaped by factors beyond demographic and usage profiles—
including trust, social influence, and platform-specific security features—which future research could examine.

RECOMMENDATIONS

Based on the findings, the following recommendations are proposed:

GCash users, particularly young adults aged 21-25 and female users who comprise the majority of the platform's user base, are

strongly encouraged to actively educate themselves on common fraud schemes. Users should regularly update their account credentials,
enable multi-factor authentication, and avoid sharing personal information through unverified channels. Targeted educational campaigns
and interactive features should be developed specifically for younger users to cultivate safer usage habits, while continued support for older
users is essential to reinforce their cautious practices.
GCash administrators are urged to strengthen fraud detection mechanisms, simplify dispute resolution processes, and launch in-app
educational features on scam prevention—particularly for bill payment and merchant transactions, which were perceived as the most
vulnerable. Additional safeguards for money-sending transactions are also recommended. Investment in infrastructure upgrades addressing
connectivity and accessibility gaps is equally important.

Community leaders, local government units, and educational institutions are encouraged to design and implement universal fraud

awareness and financial literacy programs targeting all GCash users, regardless of sex, experience level, or usage frequency. Aldersgate
College and similar institutions should integrate digital financial literacy into their curricula. Age-sensitive guidance for load transactions is
specifically recommended to help older users feel more confident while raising appropriate awareness among younger users who may
underestimate their risk exposure.
Future researchers are encouraged to build upon this study by exploring fraud risk perceptions across broader demographic scopes and
geographic areas, including comparative studies between rural and urban users. Future studies should consider including respondents who
have already experienced actual fraud incidents, as their firsthand exposure may yield deeper insights. Researchers are also encouraged
to operationalize the elements of the Fraud Triangle—pressure, opportunity, and rationalization—as measurable predictor variables in
regression analyses, rather than applying them solely as an interpretive lens.

CONCLUSIONS

This study examined perceived fraud risk among 400 active GCash users in Solano, Nueva Vizcaya, anchored on UTAUT and
Fraud Triangle Theory. Findings consistently showed high perceived fraud risk across all GCash transaction types, with bill payment and
merchant transactions rated as most vulnerable. While no significant group differences were found by sex, duration, or frequency of use,
age produced a significant difference in perceptions of load transactions, with older users reporting higher fraud vulnerability. Multiple
regression analysis identified age, duration of use, and frequency of use as significant overall predictors of perceived fraud risk, with the
overall regression equation expressed as: Y = 2.868 + 0.070(Sex) - 0.017(Age) + 0.101(Duration of Use) + 0.068(Frequency of Use),
explaining 4.9% of the variance.

These results underscore that behavioral and experiential factors are stronger and more consistent predictors of perceived fraud
risk than demographic characteristics such as sex. The findings support the need for age-sensitive fraud awareness campaigns,
strengthened GCash platform security features, and sustained digital financial literacy programs. Perceived fraud risk is a complex,
multidimensional construct shaped by factors extending beyond demographics—including trust, social influence, and media exposure—
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presenting rich opportunities for future research. Importantly, the findings are limited to active GCash users in Solano, Nueva Vizcaya, and
caution should be exercised when generalizing to other populations.

Al DECLARATION STATEMENT
Al-supported tools helped with grammar and structure in creating this article. No Al tools were used to collect, analyze, or interpret
data; all authors are credited for their academic contributions.

REFERENCES
Aji, H. M., Berakon, I., & Md Husin, M. (2021). COVID-19 and e-wallet usage intention: A multigroup analysis between Indonesia ~ and
Malaysia. Cogent Business & Management, 7(1). https://doi.org/10.1080/23311975.2020.1804 181

Alii, A. O. (2024). The payments security and convenience on consumer of mobile payments in Baguio City, Philippines. European
Journal of Management and Marketing Studies, 9(3), 1-12. http://dx.doi.org/10.46827/ejmms.v9i3.1872

Alrawad, M., Lutfi, A., Aimaiah, M. A., & Elshaer, I. A. (2023). Examining the influence of trust and perceived risk on customers
intention to use NFC mobile payment system. Journal of Open Innovation Technology Market and Complexity, 9(2),
100070. https://doi.org/10.1016/j.joitmc.2023.100070

Altes, G. C., et al. (2022). The Effectiveness of GCash for Users.
https://www.scribd.com/embeds/596554288/content?start_page=1&view_mode=scroll&access_key=key-
frexxf7rbzEfWu3HKwf

Anthropic. (2025). Claude [Large language model]. https://claude.ai
Apaua, R., & Lallie, H. S. (2022). Measuring user perceived security of mobile banking applications. arXiv.
https://arxiv.org/abs/2201.03052
Ariffin, S. K., Mohan, T., & Goh, Y. (2021). Influence of consumers’ perceived risk on consumers’ online purchase intention.
Journal of Research in Interactive Marketing, 12(3), 309-327. https://doi.org/10.1108/jrim-11-2017-0100
Bangko Sentral ng Pilipinas. (2020). Digital payments transformation roadmap 2020-2023.
https://www.bsp.gov.ph/Media_And_Research/Primers%20Faqs/Digital %20Payments%20Transformation%20Roadma
p%20Report.pdf
Bangko Sentral ng Pilipinas. (2024). 2024 Status of Digital Payments Transformation
Roadmap. https://www.bsp.gov.ph/PaymentAndSettlement/2024_Report_on_E-payments_Measurement.pdf
Belmonte, Z. J. A, Prasetyo, Y. T., Cahigas, M. M. L., Nadlifatin, R., & Gumasing, M. J. J. (2024). Factors influencing the intention to
use e-wallet among Generation Z and Milennials in the Philippines: An extended Technology Acceptance Model
(TAM) approach. Acta Psychologica, 250, Article 104526. https://doi.org/10.1016/j.actpsy.2024.104526
Bland, E., Changchit, C., Changchit, C., Cutshall, R., & Pham, L. (2024). Investigating the components of perceived risk factors
affecting  mobile  payment adoption. Journal of Risk and Financial Management, 17(6), 216.
https://doi.org/10.3390/jrfm17060216
Cacas, A., Diongson, M. B. A,, & Olita, G. M. (2022). Influencing factors on mobile wallet adoption in the Philippines: Generation ~ X’s
behavioral intention to use GCash services. Journal of Business and Management Studies, 4(1), 149-156.
https://doi.org/10.32996/jbms.2022.4.1.18
Chang, A., Gunawan, T., & Sumarwan, U. (2023). A conceptual framework of mobile payment system adoption and use in
Southeast Asia. Journal of ASEAN Studies, 11(2), 1-22. https://doi.org/10.21512/jas.v11i2.8815
Consensus NLP, Inc. (2025). Consensus [Al academic search engine]. https://consensus.app
Cressey, D.R. (1953). Other Peoples’ Money, Montclair, Glencoe: Free Press.
Dang, T., Tan, G. W., Aw, E. C., Ooi, K., Metri, B., & Dwivedi, Y. K. (2023). How to generate loyalty in mobile payment services?  An
integrative  dual SEM-ANN  analysis.  International ~ Journal of Bank  Marketing, 41(6), 1177-1206.
https://doi.org/10.1108/ijbm-05-2022-0202
Dewi, G. M. M., Joshua, L., lkhsan, R. B., Yuniarty, Y., Sari, R. K., & Susilo, A. (2021). Perceived risk and trust in adoption of e-
wallets: The role of perceived usefulness and ease of use. In 2021 International Conference on Information Management and
Technology (ICIMTech) (pp. 120-124). IEEE. https://doi.org/10.1109/ICIMTech53080.2021.9535033
Fauzi, A. A, Mursita, L. Y., Muhamad, N., & Sheng, M. L. (2025). Embracing Cross-Border Digital Payment in Southeast Asia:
Current Development and Future Outlook. In Springer Books (pp. 107-124). https://doi.org/10.1007/978-3-031-95500-  6_6
Fintech News Philippines. (2023). GCash took down over 4 million accounts linked to fraudulent activities. Fintech News Philippines.
https://fintechnews.ph/59762/e-wallets/gcash-took-down-over-4-million-accounts-linked-to-fraudulent- activities/
Foster, B., Hurriyati, R., & Johansyah, M. D. (2022). The effect of product knowledge, perceived benefits, and perceptions of risk  on
Indonesian  student decisions to use e-wallets for Warunk Upnormal. Sustainability, —14(11), 6475.
https://doi.org/10.3390/su14116475
Grammarly, Inc. (2025). Grammarly [Al writing assistant]. https://www.grammarly.com
Ghosh, M. (2022). Empirical study on consumers’ reluctance to mobile payments in a developing economy. Journal of Science and
Technology Policy Management, 15(1), 67-92. https://doi.org/10.1108/jstpm-02-2021-0031
Hair, J. F., Black, W. C., Babin, B. J., & Anderson, R. E. (2022). Multivariate Data Analysis (8th ed.). Cengage Learning.
https:/eli.johogo.com/Class/CCU/SEM/_Multivariate%20Data%20Analysis_Hair.pdf
Irianto, A. B. P., & Chanvarasuth, P. (2025). Drivers and barriers of mobile payment adoption among MSMEs: Insights from
Indonesia. Journal of Risk and Financial Management, 18(5), 251. https://doi.org/10.3390/jrfm18050251
Jain, V., & Jain, N. (2024). From Cash to Clicks: A Systematic Review of Digital Payment adoption using the ADO Framework.
NMIMS Management Review, 32(4), 277-291. https://doi.org/10.1177/09711023241312523
Kaur, P., Dhir, A., Bodhi, R., Singh, T., & Aimotairi, M. (2023). Why do people use and recommend m-wallets? Journal of Retailing and
Consumer Services, 56, 102091. https://doi.org/10.1016/j.jretconser.2020.102091
Koohang, A., Floyd, K., Yerby, J., & Paliszkiewicz, J. (2021). Social Media Privacy Concerns, Security Concerns, Trust, And
Awareness: Empirical Validation Of An Instrument. Issues in Information Systems.
https://doi.org/10.48009/2_iis_2021_136-149
Kusairi, K., Sukmawati, A., A.S, N., & Rahman, M. S. (2025). Predicting M-banking adoption: the moderating role of age in
technology acceptance. Cogent Business & Management, 12(1). https://doi.org/10.1080/23311975.2025.2547964

https://epublications.myeduheart.com/index.php/quest/index



Quest: An Undergraduate Research Journal VOL.1 NO.1 44

Lacap, J. P. G. (2022). Exploring Mobile Wallet adoption in the Philippines: A partial least squares path modelling approach.
Proceedings of the International Halal ~ Science and  Technology  Conference,  15(1),  14-23.
https://doi.org/10.31098/ihsatec.v15i1.590

Lai, K. H., Lee, J. C,, Lee, K. J,, Lee, J. L., & Yosanti, |. (2022). Do you have a digital wallet? A study of e-wallets during the
COVID-19  pandemic. International ~Journal of Accounting & Finance in Asia Pacific, 5(1), 24-38.
https://doi.org/10.32535/ijafap.v5i1.1413

Lai, P. C., & Liew, E. J. (2021). Towards a cashless society: The effects of perceived convenience and security on gamified mobile
payment platform adoption. Australasian Journal of Information Systems, 25. https://doi.org/10.3127/ajis.v25i0.2809

Lohana, S., & Roy, D. (2021). Impact of demographic factors on consumers' usage of digital payments. FIIB Business Review, 12(4),
459-473. https://doi.org/10.1177/23197145211049586

Medina, P. K. C., Ong, A. K. S., Diaz, J. F. T., Cahigas, M. M. L., & Gumasing, M. J. J. (2025). Analysis of preceding determinants on e-
money actual usage in the Philippines: An integration of TPB and UTAUT2. IIM Kozhikode Society & Management
https://doi.org/10.1177/22779752251368953

Mynt.xyz. (2025, July 14). GCash warns public on emerging Al-generated fake receipts, scams, urges users to always check the
transactions tab. The Void / Trust & Security Newsroom. https://www.mynt.xyz/newsroom/gcash-warns-public-on-
emerging-ai-generated-fake-receipts-scams-urges-users-to-always-check-transactions-tab

Newsbytes.Ph.  (2025). Gcash top e-wallet wused by fraud \victims in 2024, says CICC. Retrieved from
https://newsbytes.ph/2025/01/31/gcash-top-e-wallet-used-by-fraud-victims-in-2024-says-cicc/

Penney, E. K., Agyei, J., Boadi, E. K., Abrokwah, E., & Ofori-Boafo, R. (2021). Understanding factors that influence consumer
intention to use mobile money services: An application of UTAUT2 with perceived risk and trust. SAGE Open, 11(3).
https://doi.org/10.1177/21582440211023188

Perias, D. (2025). Trust hijacked: The rising tide of online scams in the Philippines. Medium. https://medium.com/@dsperias/trust-
hijacked-the-rising-tide-of-online-scams-in-the-philippines-510d60825a7e

Phamthi, V. A, Nagy, A., & Ngo, T. M. (2024). The influence of perceived risk on purchase intention in e-commerce—Systematic
review and research agenda. International Journal of Consumer Studies, 48(4). https://doi.org/10.1111/ijcs.13067

Phan, T.N., Ho, T. V., & Le-Hoang, P. V. (2021). Factors affecting the behavioral intention and behavior of using e-wallets of youth in
Vietnam. The Journal of Asian Finance, Economics and Business, 7(10), 295-302.

https://doi.org/10.13106/JAFEB.2020.VOL7.N10.295

Philippine News Agency. (2025). Scam complaints triple in 2024 - CICC. Retrieved from https://www.pna.gov.ph/articles/1243101

Prasetya, M. E., & Shuhidan, S. M. (2023). Security, risk and trust in e-wallet payment systems: Empirical evidence from Indonesia.
Management and Accounting Review, 22(1), 1-26. https://doi.org/10.24191/MAR.V22i01-14

Quimoyog, J. M. C. (2025, June 16). BSP, media practitioners conduct sessions on financial literacy, digital payments. Philippine
Information Agency. https://pia.gov.ph/news/bsp-media-practitioners-conduct-sessions-on-financial-literacy-digital-
payments/

Ramtiyal, B., Verma, D., & Rathore, A. S. (2022). Role of risk perception and situational factors in mobile payment adoption among small
vendors in unorganised retail. Electronic Commerce Research, 24(4), 2693-2731. https://doi.org/10.1007/510660- 022-
09657-2

Raninda, R., Wisnalmawati, W., & Oetomo, H. (2022). The effect of perceived usefulness, perceived ease of use, perceived security,
and cashback promotion on behavioral intention to the DANA e-wallet: A survey of people in the Special Region of
Yogyakarta. JIMKES, 10(1), 1-12. https://doi.org/10.37641/jimkes.v10i1.1218

Salazar, C. M., Camacho, B., Montemayores, D. J., Javier, J., Gatilogo, J. J., Aclan, K., Manalo, N. B. A., Perez, . G., & Landicho, B. M.
(2025). Perceived risk and attitude as determinants of mobile payment adoption: A Behavioral Economics perspective.
International Journal of Accounting and Economics Studies, 12(8), 603-616.  https://doi.org/10.14419/vydtOv09

Séanchez, J. A. R., & Tanpoco, M. (2023). Continuance intention of mobile wallet usage in the Philippines: A mediation analysis.
Review of Integrative Business and Economics Research, 12(3), 128-142.
http://buscompress.com/uploads/3/4/9/8/34980536/riber_12-3_12_b23-054_128-142.pdf

Sci-Hub. (2025). Sci-Hub [Academic paper repository]. https://sci-hub.se

SciSpace (formerly Typeset). (2025). SciSpace [Al research platform]. https:/scispace.com

Scribbr. (2025). Scribbr [Academic writing and plagiarism checker tool]. https://www.scribbr.com

Sharma, P., & Sharma, S. (2023). Mapping the Intellectual Structure of Mobile Payment Research: A Bibliometric analysis. SAGE
Open, 13(3). https://doi.org/10.1177/21582440231200329

Siagiana, H., Tarigana, Z. J. H., Basana, S. R., & Basuki, R. (2022). The effect of perceived security, perceived ease of use, and
perceived usefulness on consumer behavioral intention through trust in digital payment platforms. International Journal ~ of

Data and Network Science, 6(4), 861-874. https://doi.org/10.5267/).ijdns.2022.2.010

Subawa, N. S., Dewi, N. K. A, & Gama, A. W. O. (2021). Differences of gender perception in adopting cashless transaction using
Technology Acceptance Model. The Journal of Asian Finance, Economics and Business, 8(2), 617-624.
https://doi.org/10.13106/JAFEB.2021.VOL8.NO2.0617

Thomas Brinkhoff: City Population. (2025). Solano (Municipality, Philippines) - population statistics, charts, map and location.
https://citypopulation.de/en/philippines/luzon/admin/nueva_vizcaya/025013__solano/

Tookitaki. (2026). Account takeover (ATO) fraud in the Philippines: How to stay one step ahead.  https://www.tookitaki.com/compliance-

hub/account-takeover-ato-fraud-in-the-philippines-how-to-stay-one-step-ahead

TransUnion1 Philippines. (2025, April 29), Philippines suspected digital fraud rate higher than global level for fifth consecutive year.
Retrieved from https://newsroom.transunion.ph/philippines-suspected-digital-fraud-rate-higher-than-global-level- for-fifth-
consecutive-year/

Turnitin, L. (2025). Turnitin [Plagiarism detection software]. https://www.turnitin.com

Undale, S., Kulkarni, A., & Patil, H. (2021). Perceived eWallet security: Impact of COVID-19 pandemic. VILAKSHAN - XIMB
Journal of Management, 18(1), 89-104. https://doi.org/10.1108/XJM-07-2020-0022

United Nations. (2023, May 31). Take action for the sustainable development goals - United Nations Sustainable Development. United
Nations Sustainable Development. https://www.un.org/sustainabledevelopment/sustainable-development-goals/

Umer, K. N.,, & Kesavapattapa, R. J. (2024). A Study on Analyzing the Adoption and Satisfaction Levels of Digital Wallets in

Banking  Sectors.  EPRA  International ~ Journal ~ of  Multidisciplinary ~ Research  (IJMR),  367-373.
https://doi.org/10.36713/epra15592

https://epublications.myeduheart.com/index.php/quest/index



45 E-ISSN: 3155-7007

Valencia-Arias, A., Garcia, J. a. J., Moreno-Lépez, G., Ledn, A. J. a. O., Palacios-Moya, L., Valencia, J., & Benjumea-Arias, M.
(2025). Research trends in mobile payment adoption: Research trends and agenda. F1000Research, 14, 358.
https://doi.org/10.12688/f1000research.159551.2

Venkatesh, V.; Morris, M.G.; Davis, G.B.; Davis, F.D. User acceptance of information technology: Toward a unified view.
MIS Q. 2003, 27, 425-478. https://doi.org/10.2307/30036540

Wechsler, M., & Siwakoti, S. (2022). Gender, Cybersecurity and Fraud in DFS. SSRN Electronic Journal.
https://doi.org/10.2139/ssrn.4103747

Widyanto, H. A., Kusumawardani, K. A., & Yohanes, H. (2022). Safety first: Extending UTAUT to better predict mobile payment
adoption by incorporating perceived security, perceived risk and trust. Journal of Science and Technology Policy
Management, 13(4), 952-973. https://doi.org/10.1108/JSTPM-03-2020-0058

Yang, C.-C., Yang, S.-Y., & Chang, Y .-C. (2023). Predicting older adults’ mobile payment adoption: An extended TAM model.

International Journal of Environmental Research and Public Health, 20(2), 1391. https://doi.org/10.3390/ijerph20021391

https://epublications.myeduheart.com/index.php/quest/index



